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Two-factor Authentication (2FA) Quick Guide

Setting up Two-Factor Authentication for the REMAP-CAP Trial Database

We have chosen to allow users the option of utilizing any of Google Authenticator, Microsoft
Authenticator, or Twilio Authy as the 2FA method for our trial database due to their reliability and

ease of use. Follow the simple steps below to set up 2FA for your REMAP-CAP Trial account.

Step 1: Download a Two-Factor Authenticator app
e The following apps can be used for two-factor authentication in the REMAP-CAP database:

# Google Authenticator (App Store for iOS | Google Play Store)

@ Microsoft Authenticator (App Store for iOS | Google Play Store)

® Twilio Authy (App Store for iOS | Google Play Store)

e On your smartphone or tablet, search for your preferred application (e.g., "Google
Authenticator") in your device's app store, or use the links above, and download and install

the app.

e Open your authenticator application and follow the instructions to set up your account.

Step 2: Enable 2FA in your REMAP-CAP Trial Account

e Login to your REMAP-CAP Trial account using your usual username and password.

| forgot my username or password

Get in touch with us at Spiral if you would like to see more of

our software spinnaker@spiral.co.nz
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https://apps.apple.com/au/app/google-authenticator/id388497605
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en&gl=US
https://apps.apple.com/au/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_NZ
https://apps.apple.com/us/app/twilio-authy/id494168017
https://play.google.com/store/apps/details?id=com.authy.authy&hl=en_US
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Until the 1% of September 2023 (UTC), the following window will display. You can choose to

set up 2FA now or later.

Two factor authentication (2FA)
Hi

Thank you for your support of the REMAP-CAP trial. To protect the privacy of our participants and their data, two-factor authentication (2FA) will be
required to access the trial database from the 28-Jul-2023 06:17 (UTC time). Until then, 2FA is optional. Please click the links below to either set up 2FA now,

or to proceed to log in without 2FA.

Thanks from the REMAP-CAP

Setup 2FA now No thanks, I'll set it up later

Download 2FA quick guide

To set up 2FA:

Open the Authenticator app on your mobile device.

Follow the prompts to scan the QR code displayed on the REMAP-CAP Trial website or enter

the provided secret key manually.
The authenticator application will generate a unique six-digit code.

Two factor authentication (2FA)

Scan the QR code using your authenticator app (Google Authenticator, Authy, or Microsoft Authenticator)

or use the manual entry code {if needed

Manual Entry Code: JE2U4U2UISTGIVZZKVCUGBSRGYWTGSJZIE

Enter the 2FA code from your authenticator app

Remember me on this computer Do not remember my details on this computer

If you are logging in on your work or personal computer, select “remember me” to bypass 2FA for 30 days. Select "do not remember my details on this

computer” if you are using a shared compurer

can't access my 2FA authenticator

Download 2FA quick guide

Enter this code into the designated field on the REMAP-CAP Trial website.

If you are logging in on a personal device, you can ask the database to remember your

details and bypass 2FA for 30 days. Do not select this option when using a shared computer.
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remapcap-stage.spinnakersoftware.com says
_ We will remember you on this device so that you won't be asked for
2FA every time, but it wont last forever.
Two factor authentication (2FA)

Scan the QR code using your authentic
or use the manual entry code (If needed,

Manual Entry Code: IZBTIBKQGRJFIS3LJBCWUNJXGU2GUVLGIFNA

Enter the 2FA code from your authenticator app

181152 Remember me on this computer Do not remember my details on this computer

If you are logging in on your work or personal computer, select “remember me” to bypass 2FA for 30 days. Select "do not remember my details on this
computer” if you are using a shared computer

[ can't access my 2FA authenticator

Download 2FA quick guide

e Once you have entered the code, the REMAP-CAP Trial website will confirm successful
setup.

e Your authenticator will generate a new six-digit code every 30 seconds.

¢  When prompted for the authentication code during future login attempts, open the

authenticator app and enter the most recent code displayed.

Can’t access your two-factor authenticator app or want to reset your 2FA codes?

To reset your 2FA authentication keys you can call your project manager directly, send a request via

the REMAP-CAP database, or reset it yourself via the 2FA authentication feature under your ‘My

profile’ tab.

To send a 2FA reset request via the REMAP-CAP website:

e lLogintothe REMAP-CAP Trial database.
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If the “Two-factor authentication (2FA)’ page displays follow the next steps:

e C(Click ‘I can’t access my 2FA authenticator’.

Two factor authentication (2FA)

Enter the 2FA code from your authenticator app

Remember me on this computer Do not remember my details on this computer

If you are logging in on your work or personal computer, select "remember me" to bypass 2FA for 30 days. Select "do not remember my details on this
computer” if you are using a shared computer

II can't access my 2FA authenticator I

Download 2FA quick guide

e Add an entry in the available text box and click ‘Send message’. A confirmation message will

display.

Two factor authentication (2FA)

If you are unable to access your device or the 2FA app to generate a login code, please contact your Regional Manager to reset your 2FA

You can call your Regional Manager directly, or use the text box below to send a message to your Regional Manager.

Hello, Please reset my 274 code

Two factor authentication (2FA)
Request sent
T

e You will receive notification via email once your request is actioned by your regional
manager.

2FA reset actioned Local User - REMAP-CAP External) D Inbox x

REMAP-CAP Trial System <remap-cap@spinnakersoftware.coms

tome v

Hi

Test Manager has deleted the Two factor authentication (2FA) keys for your account. You will need to setup 2FA again when you login

Go to the REMAP-CAP Trial website.
from
Spinnaker Software for the REMAP-CAP Trial

Please do not reply to this email as I'm just a piece of software and | won't understand your email

"l cannot change the laws of physics, Captain! A've got to have thirty minutes.” - Scotty
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If you require 2FA reset and can bypass the 2FA follow the next steps:
e Go to your ‘My Profile’ tab (top right of the menu bar)

e C(Click ‘2FA authentication’ in the left panel to display the 2FA authentication options.

Patients Resources Manage Monitoring Reports Vulcan ‘ -
vanessa Two-factor authentication (2FA) Keys
Singh To add existing 2FA keys to a secondary device or app (leaves existing authentication working)
Project
Manager Reset your keys and set up 2FA on a new device or app (mare secure if you no longer need to authenticate with your old

LEYESERLS]  Generate new 2FA keys

User info
Email Notifications

Locations

Change phota

Sign out

e You can choose to ‘Show QR Codes’ or ‘Generate new 2FA keys’

e Select ‘Show QR Codes’ to add existing 2FA codes to a secondary device. Users can scan and
use the same QR code for each device and authenticator they have.

e Select ‘Generate new 2FA keys’ if you would like to reset your 2FA codes. Follow the steps

to scan the QR code displayed (or enter the secret key manually) and enter the new

authentication code in the designated field.

Two-factor authentication (2FA) Keys

Scan the QR code using your authenticator app (Google Authenticator, Authy, or Microsoft Authenticator)
or use the manual entry code (If needed)

Manual Entry Code: KIZVIM2RG5HWA4TYHAADSUTQGA4EI4LINM

Enter the 2FA code from your authenticator app

Test 2FA code

e If you have more than one REMAP-CAP database account, you can link your authenticator

app to all relevant user accounts.

Contact your Regional Manager if you require any assistance in managing your database accounts.
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